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DETAILED ACTION 

This Office action is in response to Applicant's response filed on December 20, 
2004. That response was in response to Examiner's restriction requirement sent on 
November 30, 2004. Claims 1-81 are presented for further examination. Note that a 
new examiner has been assigned to this application. 



Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. See In re Goodman, 1 1 
F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 
1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970);and, In re Thorington, 
418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be 
used to overcome an actual or provisional rejection based on a nonstatutory double 
patenting ground provided the conflicting application or patent is shown to be commonly 
owned with this application. See 37 CFR 1.130(b). 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 

1. Claims 1-7, 8-9, 24-43, 46-62, 71-78, and 81 are provisionally rejected under the 
judicially created doctrine of obviousness-type double patenting as being 
unpatentable over claims 1-7, 8, 9-28, 29-45, 46-53, and 54 of copending 
Application No. 10/671,162 in view of Liao et al. (U.S. Patent No. 6,148,405, 
hereinafter "Liao"). 

In considering these claims, the following table maps out the corresponding 
claims in the two applications. The claims are identical, except that the claims in the 
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present application include a step of "encrypting" data items at the redirector host 
system before forwarding the data items to the mobile device (and correspondingly 
decrypting encrypted reply messages sent from the mobile device and received at the 
host system). These additional steps of encrypting and decrypting data items at a host 
system are well known, as evidenced by Liao (col. 3, lines 58-67), and would have been 
obvious to include in the '162 claims to increase the security of the system. 



Present Application 


Application No. 10/671,162 


Claim 1: 


Claim 1: 


A method of redirecting data items from a 


A method of redirecting data items from a 


messaging host system to a user's mobile 


messaging host system to a user's mobile 


device, comprising the steps of: 


device, comprising the steps of: 


detecting a new data item for the user 


detecting a new data item for the user 


at the messaging host system; 


at the messaging host system; 


forwarding a copy of the new data item 


forwarding a copy of the new data item 


to a redirector host system; 


to a redirector host system; 


determining whether the new data item 


determining whether the new data item 


should be redirected from the redirector 


should be redirected from the redirector 


host system to the user's mobile device; 


host system to the user's mobile device; 


and 


and 


if the new data item should be 


if the new data item should be 


redirected, then encrvotinq the new data 


redirected, then 


item to form an encrvoted new data item; 
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Claims 2-7 


Claims 2-7 


Claims 8 A Q 
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Claim 8 


Claims 24-43 


Claims 9-28 


Claims 46-62 


Claims 29-45 


Claims 71-78 


Claims 46-53 


Claim 81 


Claim 54 



This is a provisional obviousness-type double patenting rejection. 



Claim Objections 

2. Claim 62 is objected to because of the following informalities: the claim appears to 
have a typographical error - i.e. "(original)" appears in the middle of the claim. 
Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-11, 13-14, 21, 24-61, 63-68, and 70-81 are rejected under 35 U.S.C. 

103(a) as being unpatentable over AirMobile Communication Server Guide 

("AirMobile Software for Lotus cc:Mail Wireless," Motorola Publication, 1995, 

hereinafter "AirMobile"), in view of Liao et al. (U.S. Patent No. 6,148,405, hereinafter 

"Liao"). 

, In considering claim 1, AirMobile discloses the claimed redirection method 
including detecting a new data item for the user at the messaging host system (cc:Mail 
Post Office server, Fig. 1), forwarding a copy of the data item to a redirector host 
system (AirMobile Wireless for cc:Mail Server, Fig. 1), determining if the new data item 
should be redirected from the redirector host system to the user's mobile device, and if 
so, then packaging the data item in an electronic envelope and transmitting the 
electronic envelope to the user's mobile device (pp. 10-11, describing the messaging 
system and the filtering of messages at the redirector host system, see also pp. 25-26, 
35). 

AirMobile further discloses that messages are sent in a "secure and 
authenticated" manner between the LAN-based server and the mobile wireless device - 
see p. 25. However, AirMobile does not explicitly state that the secure manner includes 
encryption. Nonetheless, encryption is a notoriously well-known device used to create 
secure channels between communicating systems, as evidenced by Liao. Liao 
discloses a system very similar to AirMobile wherein messages are sent from a server 
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residing on a land-based network to a wireless mobile device, wherein the messages 
are encrypted at the land-based server to create a secure channel between the server 
and the wireless device (see col. 3, lines 58-67). Given this teaching, a person having 
ordinary skill in the art would have readily recognized the desirability and advantages of 
using encryption at the mail server in the system taught by AirMobile to create the 
secure channel, because encryption is a very effective way to ensure that messages 
remain secure throughout their transmission. Therefore, it would have been obvious to 
encrypt the messages at the AirMobile Wireless for cc:Mail Server in the system taught 
by AirMobile. 

Claims 2-5 are disclosed on page 10 of AirMobile. 

In considering claims 6-7, AirMobile further discloses the step of configuring 
filtering rules and a user profile database at the redirected host system and allowing a 
user or administrator to remotely configure the filters and database remotely (pp. 11- 
12). 

Claims 8-9 are further disclosed by the combination of AirMobile and Liao (see 
AirMobile, pp. 26-27). 
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In considering claim 10, Liao further discloses that the encryption includes using 
a cipher algorithm and a decryption key to decrypt the encrypted new data item (col. 7, 
lines 18-20, 60-61; col. 9, lines 4-9). 

In considering claim 1 1 , Liao further discloses generating the decryption key at 
the redirector host system and forwarding the key to the to the mobile device using a 
secure communications link (col. 9, lines 22-52). 

Claims 13-14, and 21 are further disclosed by Liao (see cols. 7-10, describing in 
depth the process of sending keys between the mobile device and host to enable 
encryption and decryption between the two devices). 

In considering claim 24, AirMobile further discloses sending replies from the 
mobile device to the redirector host system (p. 26, describing messages sent by the 
mobile device). Thus, given the teaching of Liao, it would have been obvious to include 
encryption and decryption of these messages from the mobile device to the host in the 
same way as the initial messages sent from the host to the mobile device, in order to 
enable two-way secure transactions. 

In considering claim 25, the messages sent from the mobile device to the 
redirector server will necessarily be addressed using the address of the redirector host 
system. 
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Claims 26-27 disclose the analogous reverse steps as claim 1 , and thus are 
rejected under the same rationale as claim 1 . 

In considering claim 28, the combined system of AirMobile and Liao, as 
described above, will necessarily complete the claimed steps of decrypting the 
encrypted reply received at the redirector host system, reconfiguring address 
information associated with the reply, and sending the reconfigured reply data to a 
destination using an electronic address included in the reply data item (i.e. the 
messages sent from the mobile device are intended for outside recipients, so must 
include the address of those recipients and must have addresses reconfigured upon 
redirection at the redirection host system). 

In considering claim 29, AirMobile and Liao both further disclose the claimed 
gateway, and thus sending messages in the electronic envelope through the gateway 
(AirMobile, Fig. 1, wherein the "Mobidem" serves as the gateway; Liao, Fig. 1, wherein 
the "up. link gateway" is the gateway). 

Claims 30-39 are disclosed in the same sections of AirMobile discussed 
previously. 
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In considering claims 40-43, neither AirMobile nor Liao disclose that the e-mail 
server is part of an ISP. Nonetheless, Examiner takes Official notice that it is well 
known for ISPs to run e-mail servers. Thus, it would have been obvious for the e-mail 
systems taught by AirMobile and Liao to be run by an ISP because that would increase 
business with the ISP. 

In considering claim 44, AirMobile further discloses that the redirector host 
system includes a further messaging host system (Fig. 1, cc:Mail PostOffice; cc:Mail 
router). 

In considering claim 45, AirMobile further discloses that the redirector host 
system in incorporated with the messaging host system (Fig. 1, all host systems are 
cc:Mail). 

In considering claims 46 and 47, Liao further discloses that the host system can 
be a Web server, which would include web-page interfaces. Thus, it would have been 
obvious to use a web-based interface to control the filtering in the AirMobile system 
because such an interface is ubiquitous can could be used anywhere in the world. 

Claims 48, 49, 51, 52, and 57-59 are further disclosed by the sections of 
AirMobile previously discussed. 
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In considering claim 50, Examiner takes Official notice that compression of 
electronic messages is well known. Thus, it would have been obvious to compress the 
messages being sent from the redirector host system to the mobile device to conserve 
network bandwidth. 

In considering claims 53 and 54, AirMobile further discloses an interface for 
redefining or turning on or off the filtering mechanism that includes an 
activation/deactivation switch for turning on or off forwarding of messages from the 
redirector host (i.e. the "Enable" feature, see fig. 2-5 for example). AirMobile further 
discloses that profiles and filters can be accessed remotely (pp. 11-12). Thus, given the 
teaching of use with a web server taught by Liao it would have been obvious to use a 
web-based interface to control the filtering and profiles in the AirMobile system because 
such an interface is ubiquitous can could be used anywhere in the world. 

In considering claims 55 and 56, AirMobile further discloses that the user profile 
database verifies that users are authorized users (p. 17, "password") and additionally 
describes an access mechanism allowing an administrator to remotely configure and 
reconfigure the user profile database (pp. 11-12). 

Claims 60-61 , 63-68 and 70-79, and 81 are rejected for the same reasons 
discussed previously with regard to AirMobile and Liao. 
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In considering claim 80, AirMobile further discloses a plurality of messaging host 
systems coupled to the network for receiving data items associated with particular users 
and for forwarding the received data items to the predetermined address, wherein the 
redirector host system receives the forwarded data items from the plurality of 
messaging host systems and redirects those data items to each user's wireless mobile 
device (p. 13, "Note"). As with claim 1 , it would have been obvious to include the 
encryption taught by Liao in the system taught by AirMobile. 

4. Claims 15, 22, 23, and 69 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over AirMobile, in view of Liao, and further in view of Wright et al. (U.S. 
Patent No. 6,084,969). 

In considering claims 15, 22, and 23, these claims present similar limitations as 
claims 13, 14, and 21, but describe the use of both public keys and private keys. Liao 
discloses using separate private keys, but does not describe using public keys. 
Nonetheless, as taught by Wright, using both public and private keys to enable secure 
communication between devices is well known. Wright discloses a system for providing 
a secure link between devices communicating across wired and wireless networks, 
wherein the session is secured through the passing and use of public and private keys 
(Abstract). Wright also discloses that either the shared secret key system or a private- 
public key system could be interchangeably used (col. 7, lines 16-30). Thus, it would 
have been obvious given the teaching of Wright to allow the use of private and public 
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keys in the system taught by Liao, based on Wright's assertion that they can be easily 
interchanged. 

Claim 69 is rejected for the same reasons. 

5. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over AirMobile, 
in view of Liao, and further in view of RFC 2193 (IMAP4 Mailbox Referrals, 
September 1997). 

6. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over AirMobile, 
in view of Liao and Wright, and further in view of RFC 2193 (IMAP4 Mailbox 
Referrals, September 1997). 

In considering claims 12 and 16, Liao further discloses the use of SSL for the 
communications (i.e. "https"). However, neither AirMobile nor Liao explicitly disclose the 
use of IMAP for forwarding the messages. Nonetheless, Liao does disclose using the 
Internet and AirMobile discloses forwarding e-mail, and the IMAP protocol is a well 
known protocol for forwarding e-mail over the Internet, as evidenced by RFC 2193. 
Thus, given that IMAP is a widely-used protocol for Internet-based e-mail, it would have 
been obvious to use it in the combined system of AirMobile and Liao to avoid the need 
to create an entirely new protocol. 

7. Claim 62 is are rejected under 35 U.S.C. 103(a) as being unpatentable over 
AirMobile, in view of Liao, and further in view of Infotech ("The Perils of E-Mail: 
Unsolicited Messages!" Infotech Update, New York, August 1997). 



Application/Control Number: 09/928,983 Page 13 

Art Unit: 2153 

In considering claim 45, AirMobile discloses at the host system a program for 
transmitting user data items and a forwarding file containing a list of authorized users of 
the system, and the predetermined address to which the messaging host system will 
forward each user's data items (all of this is inherently part of the PostOffice server in 
order to forward messages received at the PostOffice server to the appropriate 
AirMobile server; see Fig. 1 , pp. 11-13). However, AirMobile does not explicitly state 
what program is used for the message forwarding, and thus does not disclose a 
"sendmail" program. Nonetheless, sendmail programs for message forwarding are well 
known, as evidenced by Infotech (see p. 1 , last paragraph). It would have been obvious 
to use the well-known sendmail program to forward the messages in the AirMobile and 
Liao combined system to avoid the need to create an entirely new mail forwarding 
program. 

Allowable Subject Matter 

Claims 17-20 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

The prior art of record fails to disclose or render obvious the specific encryption 
key forwarding method using a separate computer system as taught by claims 17 and 
19. 
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Conclusion 



The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Bradley Edelman whose telephone number is 571-272- 
3953. The examiner can normally be reached from 9 a.m. to 5 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached at 571-272-3949. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




BE 

April 13,2005 



